Knowledge of Cookies and Personalized Ads among
Lower Secondary Students: Effects of a Simple
Treatment

CyI'll Broml[0000*0001*5945*0514]’ Anna Yaghobovél[0000*0002*210277515]’ Anna Drob-

né'l,2[0000*0003*2714*9529] , Daniel Stsastn}rll[0009-0006-5085-2975] and Marek Ur-
ban3[0000700037277271388]

! Faculty of Mathematics and Physics, Charles University, Prague, Czechia
2 Faculty of Education, Charles University, Prague, Czechia
? Institute of Psychology, The Czech Academy of Sciences

Abstract. Little is known about lower secondary school students’ understand-
ing of cookies and their awareness of personalized advertising, and even less is
known about how much this knowledge can be improved. This experimental
study addresses this gap with Grade 6 (N = 44) and Grade 8 (N = 35) students.
We assessed their knowledge through interviews and provided a brief, one-on-
one intervention to half the participants. A follow-up interview five months lat-
er evaluated the long-term impact. Initial understanding of students was mixed,
with some inaccurately believing cookies protect against online threats. Eighth-
graders had better knowledge than sixth graders. The experimental group exhib-
ited strong gain in understanding cookies (nzp = 0.16), but not personalized ads.
This study suggests that children often have an experience-based initial under-
standing of digital concepts, but a simple intervention can enhance it.
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1 Introduction

Children develop initial conceptions, also called pre-conceptions, about the world
around them, including digital technologies. Understanding these pre-conceptions is
crucial before developing new educational materials on respective educational targets
[2]. Recent studies have mapped various child pre-conceptions about digital technolo-
gies (e.g., [1-6]), indicating an intuitive and fragmented understanding often rooted in
everyday experience. Conceptual understanding of “invisible” principles behind ob-
servable aspects of these technologies is rare, even among adolescents (e.g., [1]).
Additionally, evidence-based materials promoting such understanding are lacking.
Cookies are a cornerstone concept in the networking and cybersecurity strands of
new K-9 computing curricula (e.g., [7]), but children’s understanding of cookies and
how to promote it remains underexplored. Hug [3] only briefly mentioned that
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schoolchildren may have incomplete knowledge about them, a concern that also ap-
plies to adolescents aged 16—18 [9].

Hence, this study examines understanding of cookies and personalized ads (a vivid
example of cookie usage) among Grades 6 and 8 students. We chose this age group
because most adolescents already have long experience with digital devices [8], likely
having encountered cookies and ads while browsing the web and, as constructivists
frameworks imply (e.g., [2]), they should be aware of, at least, cookies’ existence.
However, awareness does not necessarily imply understanding. Hence, we explore
whether and how much we can boost children’s comprehension of these concepts.

2 Method

This study was part of a larger mixed-methods project with children involving inter-
views about internet principles, including cookies and personalized ads. Half received
an online one-on-one tutoring session on these topics, followed by another interview
five months later. Here, we present only findings about cookies and personalized ads.

Participants included 44 sixth-graders (age ~12y, 19 girls) and 35 eighth-graders
(age ~14y, 15 girls) with limited prior exposure to computer science topics in school.
They were recruited from various regions of Czechia via Facebook and a teacher net-
work, and compensated with a table games worth ~50 EUR. They were randomly
assigned to experimental (7,45 = 26/17) and control groups (ng, 55 = 24/20).

Each child participated in three 45-60-minute online sessions via Zoom: an initial
interview (April-June 2022), a week-later tutoring session (experimental) or unrelat-
ed, no-instruction activities (control), and a final interview (autumn 2022). Pre- and
post-interviews were semi-structured, with set questions and follow-ups based on
responses. Key interview questions relevant in this paper focused on recognition and
understanding of cookies and personalized ads (e.g., Have you even heard the word
‘cookie’? What does it mean to you? etc.).

The teaching session (experimental group only) covered internet principles, includ-
ing a 5—10-minute segment on personalized ads and cookies, using graphics, explana-
tions, discussions, and activities. Key points from this segment included information
we deemed relevant for and understandable by adolescents that: a) ads do not appear
randomly on devices, but their content depends on our internet activities; b) what we
do on the internet is stored on servers (the concept of servers was also explained); c)
cookies are files allowing servers to collect information about our online behavior; d)
cookies are associated with both benefits and risks (including examples of each).

Pre- and post-interviews were transcribed and analyzed using inductive (bottom-
up) thematic analysis in Atlas.ti 22 by four coders and an auditor.

3 Results

Codes. The thorough inductive analysis yielded not more than three codes on cookies:
1) awareness without deeper understanding; 2) partial or correct understanding; and
3) a misconception that cookies serve as protection. Examples include:
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1. Awareness without understanding: “You have to confirm it on the internet, that
you agree with it.” (Grade 6)

2. Partial or correct understanding: “[Cookies] are small documents that save infor-
mation eeh about you basically and help ... show relevant ads.” (Grade 8)

3. Misconception about protection: “[Cookies] are protection against hackers [and vi-
ruses]. ... it appears on a webpage when opening it. And there is an option to agree
with all the protections by cookies...” (Grade 6)

Regarding personalized ads, participants either were or were not aware of them; more
nuanced pre-conceptions were not found.

Pre-conceptions. In the initial interview, 22 (50%) sixth-graders were aware of cook-
ies, 14 (32%) had a partially correct or correct understanding, and 8 (18%) never no-
ticed cookies. Almost all eighth-graders were either aware of cookies (n = 15, 43%)
or had a partially correct or correct understanding (n = 19, 54%). Better knowledge of
cookies was strongly associated with awareness of personalized ads (7, = .49, p <
.001). The misconception that cookies serve as protection was noted seven times
among sixth-graders and only once among eighth-graders. Additionally, 18 (41%)
sixth-graders were aware of personalized ads, compared to 30 (86%) eighth-graders.

Learning. For pre-post analysis on cookies, 2 points were assigned for correct under-
standing, 1 point for awareness, and 0 points for neither. The intervention significant-
ly improved knowledge about cookies (F(1, 75) = 14.73, p < .001, nzp =.16) for both
age cohorts (F(1, 75) =0.11, p =.739, nzp =.00) (Figure 1). Knowledge of personal-
ized ads improved between pre-test and post-test (F(1, 83) = 11.74, p < .001, nzp =
.12), but the change was similar in both experimental and control groups (F(1, 75) =
0.04, p = 0.835, nzp = .00). Post-learning, 17 (65%) sixth-graders from the experi-
mental and 14 (58%) from the control condition were aware of personalized ads,
whereas 17 (100%) eighth-graders from the experimental and 18 (90%) from the con-
trol condition were aware.

4 Discussion and Conclusion

We demonstrated that some sixth-graders were unaware of cookies or misunderstood
their purpose, despite encountering frequent prompts to accept cookies on their per-
sonal devices. Eighth-graders generally had better, but still limited, knowledge (de-
spite years of exposure). Older students also showed greater awareness of personal-
ized ads. Altogether, exposure increases awareness, but not necessarily understanding.
This corroborates previous pre-conception studies (e.g., [1-6]).

A brief educational intervention significantly improved students’ understanding of
cookies, with effects lasting nearly six months. This suggests that enhancing concep-
tual knowledge of digital world elements can be achieved in schools with relatively
small effort, particularly for understanding cookies. However, the intervention did not
improve knowledge of personalized ads compared to the control group.
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Fig. 1. Points for comprehension of cookies by pre- and post-test and experimental (full line)
vs. control group (dashed line). Left: both age cohorts. Middle: Grade 6. Right: Grade 8. Scale
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Despite a small sample size and the tutoring nature of the intervention, the study’s

experimental design is a key strength. Future research should explore effects of teach-
ing sessions about other non-programming computer science concepts, as they com-
plement computational thinking strands of new computing curricula.
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