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Propojeni PHP a databaze

* MySQLi extension ("i" znamena "improved")

- proceduralné / objektove
- MySQL databaze
- je soucasti instalace pro PHP 5+ (8.1 - 23.11.2023)

* PDO (PHP Data Objects)
- podpora 12 databazi (nejen MySQL)
- musi se doinstalovat

* oba zpusoby

- podpora Prepared Statements
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Pripojeni k db - MySQLi - proceduralne

<?php

Sservername = "localhost";
susername = "username";

Spassword = "password";

Sdatabase = "database";

Sconn = mysqgli connect ($servername,

Susername, Spassword, Sdatabase);

if (!S$conn) {
die ("Chyba: " . mysgli connect error()):;

}
echo "Pripojeno";
?>
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Pripojeni k db - MySQLi - proceduralne

<?php

Sservername = "localhost"; )
Susername = "username"; Sttasert
Spassword = "password";

Sdatabase = "database"; _/
Sconn = mysqgli connect ($servername,

Susername, S$password, Sdatabase); (ﬁ
kontrola

if (!Sconn) { \_
die ("Chyba: " . mysgli connect error()):;

}
echo "Pripojeno";
?>
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Pripojeni k db - MySQLi - objektove

<?php

Sservername = "localhost";

susername = "username";

Spassword = "password";

Sdatabase = "database";

Sconn = new mysgli (Sservername, Susername,

Spassword, $database) ;

1f (Sconn->connect error) {
die ("Chyba: " . Sconn->connect error);

}
echo "Pripojeno";
?>
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Pripojeni k db - MySQLi - PDO

<?php
Sserver = "localhost";
Suser = "username";

Spwd = "password";

try |
$Sconn = new PDO ("mysgl:host=$server;dbname=myDRB",
Suser, Spwd);
// set the PDO error mode to exception
$conn->setAttribute (PDO: : ATTR ERRMODE,
PDO: : ERRMODE EXCEPTION) ;
echo "Pripojeno";
} catch (PDOException $e) {
echo "Chyba: " . $e->getMessage () ;
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Zavreni spojeni

* automaticky po ukonceni skriptu

° rucneé:

— Sconn->close ()
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uzivatele

id jmeno prijmeni heslo
1 Adam Prvni 1234
3 Klara Peskova 1187kw7
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Dotazovani - INSERT INTO

Ssgl = "INSERT INTO ...";

if (Sconn->query(Ssgl) === TRUE) {
echo "uspéech";

} else {
echo "chyba: " . Sconn->error;

J

* ID vlozeného zaznamu, pokud je nastaven
AUTO_INCREMENT

$last id = S$conn->insert 1d;
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Prepared Statements

* obrana proti SQL injection
» efektivni provadéni podobnych SQL dotazu
* pf. INSERT INTO uzivatele VALUES (?, ?, ?)

. postup
PREPARE: databaze dostane sablonu dotazu s parametry

- databaze rozparsuje a zkompiluje template dotazu,
provede optimalizaci a ulozi si ho

- BIND: v PHP propojime parametry s proménnymi.
- EXECUTE: Do parametru dosadime hodnoty, databaze

provede dotaz. Dotaz mUZzeme opakovat s riznymi
hodnotami parametru.
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Prepared Statements - vyhody

* pri opakovani stejného dotazu s ruznymi parametry
- kratSi Cas na parsovani
- neposila se cely dotaz, ale pouze parametry

* SQL injection

- oddéleni dotazu a hodnot parametru; hodnoty parametru
se posilaji jinym zpUsobem
-> hodnoty ani nemusime oSetrovat

- pokud cely dotaz neni sestaven ze vstupu od uzivatele,
nemuze dojit k SQL injection
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Prepared Statements - priklad

Sstmt = Sconn->prepare ("INSERT INTO
uzivatele (jmeno, heslo) VALUES (2, ?2)");
Sstmt->bind param("ss", S$jmeno, Sheslo);

// nastaveni parametru
Sjmeno = "Jenicek";
Sheslo = "chaloupkal23";
Sstmt->execute () ;

Sjmeno = "Marenka";
Sheslo = "l@pata";
Sstmt->execute () ; i - integer
d - double
_ . s - string
Sstmt->close () ; b — BLOB
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Dotazovani - SELECT

Ssgl = "SELECT id, jmeno FROM uzivatele";
Sresult = Sconn->query (Ssql) ;
1f (Sresult->num rows > 0) |

while (Srow = Sresult->fetch assoc()) |
echo Srow["id"];
echo Srow["Jmeno"];
}
} else {
echo "0 radek";

J
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Ukladani hesel

* je slusnost neukladat hesla do databaze primo, ale
zasifrovana

<?php
shal (Sstr)
?>
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